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Annex no. 4  to the Agreement – Rules and method of personal data processing  

 

Rules and method of personal data processing  

 

1. This Annex sets out the rules and method of personal data processing, referred to in § 17 

of the Agreement. All references to the Agreement shall mean the Agreement to which 

this Annex No. 4 is attached. 

2. Entrusting the personal data shall take place for the proper implementation of this 

Agreement. The period of the entrusting shall cover the period of implementation of the 

Agreement and the necessary period connected with the need to archive the information 

related to the Agreement or required in connection with the need to make any 

settlements related to the Agreement. 

3. The entrusting shall include personal data of persons involved in the implementation of 

the Project, to the extent necessary for the performance of this Agreement. 

4. The Beneficiary may use personal data referred to in item 3 above: 

a. only for purposes related to the implementation of the subject matter of the 

Agreement; 

b. only to the extent indicated in item 3 above. 

5. The Beneficiary, in order to secure personal data entrusted for processing, undertakes to 

take the technical and organizational measures ensuring that the processing meets the 

requirements of the GDPR, the Programme Regulations and this Agreement as well as 

protects the rights of data subjects. In particular, this shall include the measures referred 

to in articles 24 and 32 of the GDPR.  

6. The Beneficiary undertakes to ensure that persons having access to the entrusted 

personal data on the Beneficiary's part: 

a) were authorized to process them by the Beneficiary; 

b) will keep them secret both during the period of cooperation with the Beneficiary 

and after its termination. 

7. The Beneficiary shall support NAWA - to the extent agreed by NAWA and the 

Beneficiary - in implementing: 

a) the obligation to respond to the requests of persons whose personal data are 

entrusted for use, within the scope of their rights set out in Chapter III of the GDPR; 

b) the obligations specified in art. 32-36 GDPR. 

8. The Beneficiary shall immediately inform NAWA of any breaches of personal data 

entrusted for use. The information shall include: 

a) the nature of the personal data breach including, as far as possible, the categories 

and approximate number of data subjects, as well as the categories and 

approximate number of personal data entries affected by the breach; 
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b) name and contact details of the Beneficiary's data protection officer or designation 

of another person on the part of the Beneficiary from whom more information may 

be obtained; 

c) possible consequences of the personal data breach; 

d) description of the measures taken or proposed by the Beneficiary to remedy the 

breach of personal data protection including, where appropriate, measures to 

minimize any adverse effects of the breach. 

9. The Beneficiary shall keep records of persons authorized to process personal data in 

connection with the implementation of the Project. 

10. NAWA may allow the Beneficiary to entrust personal data to other processors to the 

extent necessary to implement the Project. 

11. The Beneficiary shall inform NAWA of any changes regarding addition or replacement of 

the entities referred to above. NAWA reserves the right to object to these changes. 

NAWA shall have 14 days from the date of notification to accept or object to the 

changes. Acceptance shall be made electronically. In the absence of a response within 

14 days from the date of notification made by the Beneficiary, it shall be deemed that 

NAWA does not object to further entrusting of personal data processing. 

12. The Beneficiary shall guarantees that the other processor, whose services it intends to 

use when processing the personal data, will give the same guarantees and fulfil the 

obligations which have been imposed on the Beneficiary, in particular it will provide 

sufficient guarantees of the implementation of appropriate technical and organizational 

measures ensuring that the processing meets the GDPR requirements and protects the 

rights of the data subjects. 

13. The Beneficiary shall be fully accountable to NAWA for the failure of another entity 

entrusted with personal data processing to meet its data protection obligations. In this 

case, NAWA shall have the right to demand that the Beneficiary immediately ceases 

using the services of such entity for personal data processing. 

14. The Beneficiary shall immediately notify NAWA of any comments or reservations by any 

person or public authority or about the initiation of proceedings in relation to personal 

data entrusted to it by NAWA for processing, in particular it shall inform NAWA about 

any control activities undertaken by the supervisory authority against it and about the 

results of such control, if it covers personal data entrusted to the Beneficiary by NAWA. 

15. NAWA or the auditor authorized by NAWA may conduct audits, including inspections of 

the Beneficiary in order to determine whether the Beneficiary complies with the data 

protection obligations. Control activities may include in particular: 

a) taking notes of activities, in particular on collected explanations, carried out visual 

inspections and activities related to the access to devices, media and IT systems 

used to process personal data; 

b) receiving explanations from persons processing the entrusted personal data; 

c) making copies of the received documents; 
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d) making copies of the image displayed on the screen of the device constituting a part 

of the IT system used to process or secure the entrusted personal data; 

e) making copies of records of the registers of the IT system used to process the 

entrusted personal data or the records of the configuration of technical security 

measures of that system. 

16. NAWA shall draft the report on the carried out audit and forward its copy to the 

Beneficiary. The content of the report shall include in particular actions or omissions of 

the Beneficiary resulting in a breach of the agreement on entrusting the data or a 

violation of generally applicable provisions of law regarding personal data protection, 

including the GDPR. 

17. The Beneficiary, within the time limit agreed with NAWA, shall remove the violations 

indicated in the NAWA report. 

 


